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Abstract.RNetwork,threat,detection,is,a,common,event,that,
occurs,on,networks,daily3,As,part,of,this,process,packet,

inspection,must,take,placeL,the process,consists,of,manual,
inspection,using,PCAP,filesL,identifying,and,analysing,

suspicious,activity,or,potentially,how,a,breach,on,a,network,
has,occurred3,Even,through,the,use,of,tools,like,Wireshark,the,
process,can,still,be,a,monotonous,oneL,consisting,of,analysing,
hundreds,of,thousandsL,possibly,even,millions,of,data,packets3,

As,a,result,the,rate,of,detection,of,false,positives,is,high3,Is
paper,investigates,the,challenges,in,combining,heuristic,packet,
analysis,with,Intrusion,Detection,Systems and,how,the,process,

of,mitigating,false,positives,can,be,automated3

Keywords:RIntrusion,Detection,SystemsL,Signature,HeuristicsL,Threat,Detection

1RIntroduction
Every,day,more,than,:BqLqqq,new,instances,of malware,are,created,and,distributed,across,the,internet,

HLyneL,:qOFT3
As,a,result,of,thisL,each,individual,strain,creates,a,unique,potential,threat,to,enterprise,networks3,One,of,the,
main,challenges,faced,by,network,administrators,is,identifying,malicious,packets,before,they,have,a,chance,to,
spread,across,a,network,and,cause,severe,damage3,CurrentlyL,the,standard,defence,against,this,is,achieved,byL,
implementing,two,methods,of,perimeter,and,internal,security’,firewalls,and,Intrusion,Detection,Systems HIDST3

Firewalls,can,be,setup,for,monitoring,of,external,attacks,and,prevent,them,from,happeningL,FirewallsL,
by,definition,allow,control,of,traffic,on,a,network3,They,do,this,by,restricting,how,ports,can,be,accessed,from,
data,packets,coming,either,from,inbound,and,outbound,traffic3,In the,case,of,malwareL,firewalls,can,block,a,
strain,of,malware,that,has,infected,a,system,from,contacting,a,command,and,control,server,HC:,ServersT3,By,
performing,egress,filteringL,firewalls,can,control,outbound,traffic,by,allowing,specified,ports,and,hosts3,
HBrentonL,:qq6T

Intrusion,Detection,Systems are,applied,when,a,threat,makes,it,through,the,firewall3,They,can,be,setup,
to,analyse,packet,headers,and,signatures,in,order,to,identify,potential,threats,before,they,pass,across,a,network3,
Intrusion,Detection,Systems HIDST,also,look,for,attacks,that,originate,from,an,internal,system3,

An,issue,that,Intrusion,Detection,Systems face is,the,growing,occurrences,and,large,volume,
of,false positives which,they,generate,HVictor,et,alL,:qq?T3, How,can,false,positives,be,avoided,and,
removed,from,a,system?,By,integrating,Deep Packet,Inspection,HDPIT,and,heuristics,with,Intrusion,
Detection,SystemsL,an,automated,solution,could be,created,to,lower,the,rate,of,false,positives3,The,
benefit,of,lowering,the,rate,of,false,positives,is,that,it,would,free,up,Network,Administrators’,timeL,
allowing,them,to,focus,on,potentially,anomalous,or,malicious,traffic3,

Deep,Packet,Inspection,is,a,technology,mainly,used,in,large,scale,infrastructure3,It,uses,a,
process,of,inspecting,the,contents,of,packets,at,a,high,levelL,looking,for,malicious,code,passing,over,
a,network,in,real,time3,This,is,done,to,improve,performanceL,by,looking,at,multiple,strings,within,
packetsL,a,baseline,of,what,is,considered,normal,traffic,can,be,reached,andL,therefore,malicious,code,
and,activity,has,a,higher,chance,of,being,identified3

‘Heuristics’,refers,to,the,act,or,process,of,finding,or,discovering3,It,originates,from,the,early,
O?th,century,and,is,derived,from,the,Greek,word,‘heuriskein’3 In,Computer,Science,‘signature,
heuristics’,refers,to,generating,checksum,information,of,data,strings,and,packets,on,the,networkL,
then,create,identifying,properties,using,this,information,to,help,an,IDS,determine,whether,a,string,of,
data,is,potentially,a,threat,or,not3,Heuristics,have,been,implemented,into,AntiVirus,successfully,but,
there,is,a,lack,of,support,for,them,in,Intrusion,Detection,Systems3,

This,paper,investigates,the,challenges,in,combining,heuristic,packet,analysis,with,Intrusion,
Detection,Systems and,how,the,process,of,mitigating,false,positives,can,be,automated3
2RLiteratureRReview

To,date,literature,covering,the,topic,of,automating,false,positive,mitigation,and,signature,production,is,
sparse3 This,review,will,focus,on,material,covering,Intrusion,Detection,SystemsL,Deep,Packet,InspectionL,
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signature9heuristics9and9the9reduction9of9false9positives1
Intrusion9Detection9Systems are9implemented9in9many9large9scale9infrastructures89when9traffic9on9a9

network9is9partly9matched9against9known9attack9signatures89an9intrusion9detection9system9will9output9a9false9
positive9or false9negative9'Victor89UWW9B19It9is9not9plausible9to9rely9on9an9Intrusion9Detection9System9to
successfully89and9correctly89classify9events9that9flow9on9a9network9or9on9the9system9it9has9been9deployed19Perfect9
and9concise9intrusion9detection89like9its9counterpart9perfect9security89is9simply9not9a9current9obtainable9goal9due9
to9the9complexity9and9rapid9technological9evolution9of9modern9systems19However89with9this9in9consideration89an9
IDS9can9strive9to9raise9the9bar9and9compete9more9thoroughly9with9attackers9by9reducing9large9scale9attacks89in9
addition9to9increasing9the9steps9required9for9an9attacker9to9achieve9complete9system9exploitation19As9previous9
research9on9the9classification9of9false9positives9and9false9negatives9has9shown89there9are9methods9of9identifying9
threats9to9an9organisationAs9internal9network9by9applying9different9methods9and9techniques9for9detection1

Deep9Packet9Inspection9when9used9with9an9IDS9can9improve9the9accuracy9of9detection9rates19By9
inspecting9the9packet9contents9it9allows9a9system9to9become9more9efficient9at9classifying9traffic9as9false9positive89
known9good9and9false9negative19One9of9the9main9challenges9that9DPI9faces9is9when9dealing9with9traffic9that9has9
encrypted9content9the9system9cannot9read9the9contents9and9therefore9is9unable9to9decide9if9the9packets9are9safe9or9
not19This9can9be9overcome9by9placing9DPI9behind9a9decryption9device9meaning9packet9data9will9be9decrypted9
before9it9can9inspect9the9information9located9inside9'AbuHmed9et9al89UWWFB19Another9issue9DPI9faces9is9the9
problem9when9signatures9crossover19Some9Intrusion9Detection9Systems categorize signatures9based9on9the9
protocol9that9the9packet9has9been9transmitted9on19Therefore9there9are9times9when9a9signature9may9match9multiple9
categories9and9this9therefore9causes9signature9overlapping9'AbuHmed9et9al89UWWFB19

Signature9based9detection9is9one9of9the9most9fundamental9techniques9for9identifying9malicious9activity9
on9your9network9'Atlasis89UWC:B19Signature9heuristics9create9an9effective9solution9in9that9it9allows9a9system9to9
look9for9specific9patterns9in9net9flow9data9and9match9it9against9known9good9and9bad9signatures89in9doing9this9an9
intrusion9detection9system9is9able9to9potentially9correct89protect9and9educate9itself9against9unknown9threats19
Heuristics9implementation9into9an9IDS9is9important9as9it9allows9for9large9amounts9traffic9to9be9filtered9and9any9
packets9with9suspicious9contents9or9headers9matching9will be9flagged19

3 Hypothesis and Methodology
If9all9malicious9code9is9known89hashes9can9be9searched9at9packet9level9in9real9time9and9

anomalous9activity9will9be9highlighted9more9accurately19
In9order9to9simulate9a9network9compromise9or9malicious9activity9on9a9network89a9large9scale9

network9infrastructure9packet9capture9file9was9built9from9samples9to9profile9how9a9real9attack9would9
be9carried9out19Wireshark9was9used9to9complete9this9task19The9PCAP9file9includes9signatures9that9
match9known9command9and9control9servers9'CU9ServersB89simulated9attacks9across9a9network9and9
transmissions9of9malicious9packets19Using9the9same9technology9and9similar9techniques9that9IDS use9
this9methodology9proposes9to9simplify9and9create9a9solution19To eliminate9false9positives9by9utilising9
heuristics9using9predefined9checksums19Thus9this9system9would9compare9hashed9known9malicious9
code9with9a9sample9of9traffic9from9a9network9similarly9hashed9at9the9data9level9of9a9packet19

By9comparing9both9sets9of9hashes9it9can9be9derived9whether9a9packet9on9the9network9
contains9known9malicious9code19Comparison9of9sets9of9hashes9is9computationally9light9compared9to9
full9packet9inspection9which9is9heavy89or9header9packet9inspection9can9be used9which9generates9false9
positives19One9potential9benefit9of9this9system9is9that9it9could9reduce9the9rate9of9false9positives19By9
actively9scanning9all9packets9IDS9identifies89packets9containing9malicious9code9would9be9almost9
immediately9detected19This9would9increase9the9effectiveness9of9threat9detection9on9a9given9network19
After9implementing9this9system9two9classifications9of9traffic9are9left:9traffic9that9will9still9appear9as9
false9positive9but9is9now9can9be9whitelisted9as9good9and9anomalous9traffic9which9could9potentially9be9
malicious

By9extending9this9approach9in9real9time9across9a9network9it9is9possible9to9scan9for9known9
malicious9code9at9the9data9level9of9a9packet19This9would9increase9the9speed9of9detection;9allow9for9
faster9response9time;9making9the system9quicker9and9more9efficient1

3.1 Testing
This9was9demonstrated9by9executing9a9couple9strains9of9malware9on a9virtual9machine9

running9windows949x6;89allowing9each9strand9to9run9for9five9minutes9causing9it9to9run9through9its
procedure9of9encryption9and9infection9of9the9target9machine19Then9monitoring9all9the9traffic9generated9
by9communication9between9the9target9machine9and9the9host9server9using9Wireshark19Sample9packet9
capture9files9were9also9analysed9to9look9for9evidence9of9malicious code19From9the9analysis9specific9
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details2were2extracted2from2groups2of2packets2and2hashed2using2the2following2algorithms2to2keep2
integrity’2MDN)2SHAJ and2SHAjNEK2These2hashes2were2then2checked2against2the2different2strands2to2
determine2if2any2patterns2could2be2identifiedK

Secondly2network2traffic2was2created2by2simulating2communication2between2a2server2
hosting2malicious2code2and2a2victim2machine)2this2was2achieved2by2running2two2virtual2machines2on2
a2network2and2running2Wireshark2on2the2host2machine2to2monitor2trafficK2The2machine2used2to2
simulate2a2server2was2running2kali2and2used2the2apachej2service2as2a2web2server2to2host2malicious2
code2samples2locallyK2The2target2machine2running2windows2-2was2used2to2access2the2malicious2
webserver2via2the2IP2address2of2the2serverK The2network2traffic2that2contained2the2target2machine2
IWindows2-2VMP2accessing2the2malicious2links2on2the2server2was2captured2using2wiresharkK2The2
specific2traffic2containing2the2target2connecting)2accessing2and2proceeding2to2download2was2then2
hashed2and2added2to2a2pool2of2known2malicious2and2unusual2trafficK2

3.2 Malware Research
During2research2there2were2many2strands2of2malware2that2were2analysed2but2the2cryptolocker2variants2

were2chosen2for2their2high2volume2of2network2traffic2producedK2By2looking2at2other2malware2strains2such2as2the2
uKash2virus2or2commonly2known2as2the2Metropolitan2police2virus2but2there2are2also2many2different2forms2and2
shapes2the2malware2can2takeK2Interpol2Virus)2FBI)2Interpol2Virus)2MoneyPak)2Ukash)2yorkshire)2UK)2Ice)2
Department2of2Justice)2White2screen)2jak2usunąć)2Ransom2ware2Reloaded)2Winlock)2Reveton)2Zeus)2Paysafecard)2
Metropolitan2Police2Service)2Police2National2EBCrime2Unit)2and2Votre2ordinateur2a2ete2pour2violation2de2la2loi2
Française2are2all2different2types2of2Ransom2ware2that2does2the2same2thingK)2it2was2apparent2that2initial2infection
was2the2only2identifiable2network2traffic2produced)2where2the2virus2dials2home2from2a2Trojan2dropper2exe2file2
and2downloads2the2ransom2ware)2from2this2the2user2is2hit2with2a2screen2similar2to2the2one2shown2in2fig2JK

figure 1

The2malware2then2goes2on2to2grab2the2location2and2IP2data2from2the2computer’s2registry)2although2this2
information2is2not2always2JUUv2accurateK2As2a2result2of2reverse2engineering2the2malware2it2is2apparent2that2this2
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particularAstrainAthatAwasAanalysedAaimsAtoAscareAtheAuserAasAmuchAasApossible,Ait doesAthisAbyAtappingAintoAtheA
user’sAmachine’sAhardwareAandAaccessingAtheAwebcamAtoAshowAtheAuser.A

OneAstrandAofAmalwareAthatAwasAusedAforAanalysisAalsoAinAthisApaperAwasAtheApoisonAIvyAremoteAaccessA
Trojan LRATCAalsoAcommonlyAreferredAtoAasAanAAdvanced PersistentAThreatLAPTC,AtheAwayAinAwhichAthisAstrainA
worksAisAthatAitAisAinAtwoAparts:AtheAclientAprogramAandAtheAhost. TheAclientAisAusuallyAsentAviaAanAe-mailAorAinstantA
messageAattachmentAasAaAwordAdocumentAorApictureAslideshow,AfromAthisAtheAinfection onlyAoccursAwhenAtheAuserA
runsAtheAinfectedAdocumentAorApictureAfileAthenAtheAattachedApayloadAthenAruns.A TheAnetworkAtrafficAgeneratedAbyA
poisonAivyAwhenAtheAprogramAisAinitiallyArunAconsistsAofAcommunicationAbetweenAtheAhostAandAvictimAmachine.
WhenAtheAstreamAofAmessagesAstops,AWiresharkAwasAstoppedAandAhereAisAtheAoutput:

AsAaAresultAofAmonitoringAnetworkAtrafficAgeneratedAbyApoisonAivy forAaAperiodAofAfiveAminutes, itAwasAshownAthatA
allAcommunicationAandAcommandsAbetweenAtheAhostAandAtheAtargetAwasAidentifiedAasAusingASecureASocketALayerA
LSSLC.

TheAcaptureAfileAaboveAshowsAcommunicationAbetweenAtheACommandAandAcontrolAserverALpu.flower-show.orgCA
alsoAreferredAtoAasAtheAhostApartAofAtheAprogram.AWhenAcommunicationAinAtheAformAofAcontinuous data isAshownA
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the-protocol-it-uses-is-SSL-and-from-previous-background-knowledge-on-malware-analysis-this-can-be-
categorised-as-malicious-commands-from-the-host-or-attackerU-From-background-research-into-the-way-poison-
ivy-works-it-is-apparent-that-the-RAT-uses the-Camellia-algorithm-to-encrypt-its-communications-to-the-target-
machineU-The-Camellia-algorithm-is-a-symmetricIkey block-cipher8-specifically-with-poison-ivy-it-uses-a-PD“IBit-
key-for-maximum-selfIdefence-of-the-malwareU

4 Results

Firstly-analysis-of-a-piece-of-malware-named-crypto-defender-showed-evidence-that-when-
the-malware-was-first-run-it-attempts-to-contact-Microsoft’s-crypto-service-in-order-to-generate-the-
unique-RSAIP)jO-key-it-uses-to-encrypt-a-user’s-filesU-It was-observed-that-the-first-few-attempts-at-
communication-are-sent-over-plain-http-so-the-packet-content-was-extracted-and-the-Uniform-
Resource-Identifier-’URIq-was-hashed-in-order-to-create-a-list-of-potential-malicious URI-links-that-
can-be-matched-against-other-malwareU-The-next-step-the-malware-takes-is-it-sends-a-get-request-for-a-
random-string-of-text-from-what-can-be-assumed-is-the-command-and-control-server-’CPq-as-there-are-
multiple-communication-channels-after-the-get-request-is-sentU-After-further-analysis the-string-is-a-
unique-machine-identifier-that-the-malware-uses-to-assign-a-unique-payment-page-to-that-specific-
machineU-After-the-connection-is-made-all-traffic-to-and-from-the-machine-are-sent-over-HTTPS-on-
port-jj3U

Secondly-looking-at-PCAP-sample-files-from-a-few-sources8-it-was-clear-when-certain-types-
of-malicious-activity-occur-on-a-network8-an-example-of-this-was-observed-when-a-piece-of-malware-
is-unable-to-contact-it’s-CP-server-it-begins-to-spam-communication-over-HTTP-to-shopping-sites-and-
spam-sites8-this-was-observed-as-a-second-potential-payload8-not-activated-unless-encryption-was-not-
possibleU-This-activity-was-collectively-hashed-as-wellU

Thirdly a-wellIknown Remote-Access-Trojan’RATq-named-poison-ivy was-inspected8-all-of-
the-traffic-generated-by-this-strand-of-malware-was-encrypted-using-Camellia-as-an-algorithm-and-the-
traffic-was-sent-over-HTTPS-with-SSL’secure-socket-layerq-therefore-the-packet-contents-could-not-
be-inspected8-instead-the-characteristics-of-the-packets-were-notedU-It-was shown-that-poison-ivy was-
using-the-TCP-protocol-on-port-3j“)8-so-from-this-a-rule-on-an-IDS-can-be-created-to-look-for-traffic-
communicating-on-that-portU-Also-from-the-description-tab-of-a-packet-poison-Ivy uses-initially-to-
communicate-with-its-commanding-server8-“pu.flower-show.org”-was-identified-as-a-known-CP-
serverU-Although-communications-were-encrypted-some-defining-fingerprints-of-communications-
being-initiated-and-data-flow-beginning-were-collected8-hashed-and-added-to-list-of-signaturesU

It-was-also-evident-when-looking-for-BOTNET-traffic-dialling-out-of-an-internal-networkU-
Port-jj3’HTTPSq-and-SSL-are-commonly-used-along-with-independent-encryption-algorithms-by-
certain-malware-strains-when-receiving-master-commands-from-command-and-control-’CPq-serversU-
The-most-common-patterns-that-were-spotted-when-identifying-malicious-traffic-was-data-being-
transmitted-across-obscure-ports-’above-H)P3qU

Finally-when-looking-at-the-target-machine-accessing-the-attacking-server-in-this-testing-scenario-it was-
evident-that-certain-characteristics-can-be-searched-for-when-monitoring-traffic8-specifically-the-malicious-
content-being-hosted-by-the-kali-machine-in-this-test-case-was-mainly-Trojan-droppers-which-have-a-file-size-of
roughly-“IPD-kilobytes8-this-file-size-can-be-seen-in-the-packet-capture-shown-belowE

from-the-screen-capture-it-can-be-seen-the-windows-host ’HNPUH“OUH3UHq-accessing-the-malicious-server
’HNPUH“OUH3UPq-and-downloading-the-file-titled-Statement_treasurerUzip8-the-file-downloaded-can-be-identified-as-
a-potential-Trojan-dropper-by-looking-at-two-factors8-the-file-in-this-testing-scenario-shares-the-same-hash-value-
as-a-file-containing-cryptolocker-also-located-on-the-serverE
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TheAnetAflowAinformationAcapturedAduringAthisAtestAwasAhashedAand addedAtoAaAlistAofAknownAbad:

5 Conclusions
ThisApaperAhasAdemonstratedAthatAaAcertainAdegreeAofAsignatureAproductionAautomationAisA

theoreticallyApossibleAandAthatAfromAanAIDSAdesignAperspectiveAitAisAanAachievableAgoalAwithAcurrentA
technology: HoweverAthisAisAongoingAresearchAandAthereAisAstillAaAsignificantAamountAofAresearchAthatA
canAbeAdoneAintoAtheAsubjectAmatter:ATheAfactorsAthatAneedAtoAbeAconsideredAthoughAareAthatAfullA
automationAwillAstillArequireAhumanAinteractionAatAsomeApointsAtoAvalidateAresults:A DevelopingA
automationAfromAresultsAcollectedAwouldAnotAbeAaAdifficultAtask:AAllAthatAwouldAbeArequiredAisAtoAwriteA
aApythonAscriptAthatAlooksAatAtheAhashesAgatheredAbyAtheAIDSAthenAcompareAthemAwithAhashesAofAtrafficA
thatAhasApreviouslyAbeenAclassedAasAaAfalseApositiveAthenAcomparingAtheseAhashesAwithAlistAofAknownA
goodAtoAdetectAwhetherAaApacketAhasAmaliciousAcontentAorAnot:AAlsoAconstantlyAscanningAforAtrafficA
previouslyAclassedAasAfalseApositivesAitAthenAusesAthatAinformationAtoAworkAout whetherAthatApacketAorA
stringAofApacketsAisAmaliciousAorAnot:

6 Further Research
InAfutureAitAwouldAbeAofAinterestAtoAlookAintoAanyAtechnologiesAthatAcanAbeAharnessed2AareAlowA

costAandAcanAbeAimplementedAeasily:APossiblyAlookingAatAtheAuseAofARaspberryAPi3RPi1 orAArduinoAinAaA
stackedAenvironmentAtoAhelpAwithAanAautomatedAsystem2AasAallAthatAwouldAbeArequiredAisAaAcoupleAofA
PisAtoAbeArunAinAaAnetworkAstackAandAthatAstackArunningAtheApythonAscripts:AThereAareAnumerousA
projectsAthatAhaveAalreadyAprovenAthat theARPiAcanAbeAusedAforAaAhighAperformanceAsupercomputingA
calculations:ATransferringAthisApowerAandAperformanceAontoAaAnetworkAmonitoringAscaleAwouldAnotAbeA
tooAmuchAofAaAhardAtask:AAlsoAthereAisAtheAaddedAlevelAofAdevelopmentAwithAtheAexpansionApotential ofA
theARPi:AAlsoAifAeitherAtheARPiAorAArduinoAwereAtoAbeAusedAthisAwouldAkeepAtheAcostAdownAofArunningA
aAsystemAforAautomation2AtheAonlyAissuesAwithAthisAthatAwouldAneedAtoAbeAaddressedAisApotentiallyAcostA
versusAperformanceAandAfactoringAinAstorageAasAwell:AAlsoAlookingAatApotentialAwaysAofAdevelopingA
moreAadvancedAsearchingAalgorithmsAthatAcanAbeAimplementedAtoAcurrentAsystemsAthroughAtheAuseAofA
rules: AlsoAon0goingAresearchAwillAbeAdoneAintoAdevelopingAaAproofAofAconceptAusingApythonAtoA
analyseApacketAinformationAandAitAwillAalsoAlookAatAcomparisonAofAtrafficAhashingAbasedAuponAlayerA6A
packetAinformation:A
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